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This guide will walk you through the process of getting a new CAC and using it on the RIA and Army 
network. You can perform all of these steps yourself without an IT technician, but you can request help if 

you prefer to work through the process with assistance or if you encounter any problems.  

Make a CAC Appointment 
All CAC appointments must be scheduled using the Online 
Appointment Scheduler. You will have the best choice of dates and 
times if you schedule a few weeks in advance.  

1. Go to https://rapids-appointments.dmdc.osd.mil 

2. At the top left corner of the page, click Make Appointment. 

3. The fastest way to find the RIA CAC office is to use the Zip Code search.  
Enter 61299, then click Go. 

4. Click the link for Rock Island Arsenal Military ID, ROCK ISLAND ARSENAL. 

5. On the left side, please read the instructions on what documentation is needed for your 
appointment. 

6. The calendar on the right will show days with open appointments in green with the date underlined. 
Click a date to view available appointment times. 

7. Click an appointment time to reserve it, or click Back to select another date. 

8. To reserve your appointment, enter your First Name, Last Name, Initial, Telephone, and Email. 
Select your Personnel Type and Branch of Service, then click Submit. 

You will receive an email with a confirmation number for your appointment. 

 

CAC Office Information 

Phone: COMM 309-782-  or DSN 793-  

Hours: Monday-Friday, 6 a.m. – 3 p.m.  
(closed noon – 12:40 p.m.) 
Appointments start at 6:20 a.m. with last 
appointment scheduled at 2:20 p.m. 

Location: Building 23 

Directions: Exit the Arsenal via the Moline gate. 
Turn left immediately after the guard 
station. The Military ID CAC Office is located 
on the left hand side.  

CONTRACTORS 
You must contact security prior to 

scheduling an appointment. 
Security can be reached at  

309-  or 309- . 

Moline Gate 

Military ID 
CAC Office 

Please read the first section on the next page for 
important information about decrypting your  

data BEFORE you get your new CAC. 

https://rapids-appointments.dmdc.osd.mil
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Decrypt Your Files 
(3-4 business days before your CAC appointment) 

We use two different methods of encryption here at RIA: 

 BitLocker – With BitLocker, the whole hard drive is encrypted.  

 A laptop with BitLocker will show a black screen with white letters at startup and ask you to enter a PIN.  
A desktop with BitLocker will not ask you for a PIN at startup.  

 To determine if your desktop computer uses BitLocker, click the 
Start button and select My Computer. In the list of drives that 
appears, locate the OSDisk (C:) drive. If the icon has a lock and 
key on it, then BitLocker is in use. 

 EFS – With EFS, you can encrypt specific folders or files so that only you can open them using your CAC. The 
names of the encrypted folders and files appear in green letters when you browse your computer. EFS is used on 
computers without BitLocker and by some people who need an extra layer of protection, or who were using EFS 
before they got BitLocker.  

If you ONLY use BitLocker and do not have any folder or file names in green lettering, you can skip the rest of this 
section. If you use EFS or if you are not sure, follow these steps to decrypt the files BEFORE you get a new CAC. 

1. Open your Documents folder. 

2. Select all items that appear in green lettering. (You can hold down the CTRL button while you click to select 
multiple items at once.) 

3. Right-click any of the selected items and click Properties. 

4. On the General tab, click Advanced. 

5. Uncheck the Encrypt contents to secure data box and click OK. 

6. Back in the Properties window, click Apply. 

7. Select Apply changes to this folder, subfolders and files and click OK. 

8. A green progress bar will let you know how much time is left to decrypt. Decryption will take longer if you have 
more files or if the files are very large. When the decryption finishes, click OK to close the Properties window. 

Any folder or file names that were green should now be black; this shows that they are decrypted. You can repeat 
these steps for any other locations where you have encrypted files, such as your Desktop. 

Remove Old Certificates from Internet Explorer 
(existing users with replacement CAC only) 

1. Open Internet Explorer. 

2. In the upper right corner, click the gear icon, then click Internet options. 

3. In the Internet Options window, click the Content tab, then click the Certificates button. 

4. The Certificates window shows a list of 
certificates that are available for Windows to 
use. Select all certificates that expired recently. 
(You can hold down the CTRL button while you 
click to select multiple entries at once.)  

5. Click the Remove button, then click Yes to confirm. Close the Certificates window. 

6. In the Internet Options window, stay on the Content tab and click the Clear SSL state button. 

7. Close the Internet Options window and Internet Explorer. 

If there are email certificates in this list that expired a while 
ago, you can leave them unselected. They allow you to read 
previously encrypted emails, but won’t appear as an option 

when you log in to CAC-authenticated sites. 
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Make New Certificates Available to Windows 

Publish New Certificates in Outlook 2007 

1. In the notification area at the bottom of the screen, next to the clock, click 
the ActivClient Agent icon, then click Open. The icon looks like an external 
CAC reader with a blue card sticking out. (You may have to click the Show 
hidden icons arrow to see it.) 

2. In the ActivClient window, click Tools > Advanced > Forget state for all 
cards. 

3. Click Tools > Advanced > Make Certificates Available to Windows. When 
ActivClient has finished loading your certificates, click OK. 

4. Close ActivClient. 

Show hidden icons 

ActivClient 
Agent icon 

1. Open Outlook and log in to your mailbox with your CAC PIN. 

2. Click Tools and select Trust Center. On the left side of the Trust Center window, click E-mail Security. 

3. Delete your existing certificates: 

a. In the Encrypted e-mail section, find the Default Setting box and click the Settings button next to it. 

b. In the Change Security Settings window, find the Delete button in the middle of the window and click it 
until the box at the top of the window is blank. Click OK to close the window. 

c. Click the Publish to GAL button, then click Yes to remove your previously published settings. Click OK to 
confirm that the certificates were removed successfully. 

4. Next to the Default Setting box, click the Settings button again. The Change Security Settings window should 
automatically fill in your name and certificates. Click OK. 
 

If the window is NOT filled in automatically, make 
sure the settings match these, then click OK. 

 Security Settings Name: Type your name. 

 Cryptography Format: S/MIME 

 Check both Default Security Setting boxes 

 Signing Certificate: Click Choose and select 
your EMAIL certificate 

 Hash Algorithm: Select SHA1 

 Encryption Certificate: Click Choose and 
select your EMAIL certificate 

 Encryption Algorithm: Select 3DES 

 Check the Send these certificates with signed 
messages box. 

5. Click the Publish to GAL button, then click OK to 
confirm. 

6. Outlook will tell you that your certificates were 
published successfully. Click OK to dismiss the 
message, then close the Trust Center window. 

 

Certificates are usually fully published right away, but sometimes it can take up to 24 hours for the changes to take 
effect. You may be unable to send or receive encrypted messages during this time. After 24 hours, please try sending 
again or ask the sender to resend to you. If you still cannot send or receive encrypted messages, please call AESD to 
submit a ticket. 
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Recover Your Old Email Certificate 
(existing users with replacement CAC only) 

In order to open encrypted email that was sent to you while you had your last CAC, you will need to recover the old 
email certificate. This recovery method stores your certificate so that Outlook can use it to open older encrypted 
messages, but you won’t see it in your list of certificates when logging in to websites. 

1. Go to the Automated Key Recovery site at https://   
If this site is not working, use the secondary site at https://  

2. To log in, select your ID certificate, NOT the email certificate. Click OK to acknowledge the security statement. 

3. Wait while the site generates a list of your old e-mail certificates. Each certificate shows a date range for when 
it was valid. Locate the appropriate certificate, then click the Recover button next to that certificate. Click OK 
to acknowledge the security agreement. 

4. Wait while the site generates your key and a one-time password. Click the blue DOWNLOAD link, then click 
Open. 

5. A Certificate Import Wizard window will open. Move this window to one side of the screen so that you can still 
read the password on the key recovery site. 

6. Click Next to start the wizard, and Next again to confirm the certificate file. 

7. Type the password into the wizard exactly as it is displayed on the key recovery site, then click Next. 

8. Click Next to accept the default certificate store, then click Finish. 

9. You will get a message confirming certificate import. Click OK, then on the key recover site click Logout.  

Register Your Certificate on AKO 

Most Army websites look back to AKO for 
authentication, so you will need to register your new 
certificate on AKO. 

1. Go to https://www.us.army.mil 

2. Click I Accept to accept the security agreement, 
then click Sign in to log in with your CAC. 

3. The site will prompt you to select your certificate. 
Choose your ID certificate and click OK. 
Sometimes the site will give you a second prompt; 
if so, choose your ID certificate again and click OK. 

That’s it! AKO will automatically detect that you have a 
new certificate and register it to your account.  

If you want to confirm, click My Account and select CAC/
Certificate Registration. The Valid From date listed on 
the screen should be the day your new CAC was issued 
or the day before.  

Some Army websites do not use AKO authentication 
for login. On these sites, you often have to enter a 

username and password first so the site can link your 
new certificate to your account. If you do not 

remember your username and password, check the 
site for contact information for the site’s help desk. 

AESD and RIA technicians will not be able to recover or 
reset your account information on these sites. 

Encrypt Folders or Files 

If your computer has BitLocker, then the whole hard 
drive is encrypted and you can skip this section.  

If your computer does not have BitLocker or if some of 
your data requires extra protection, follow these steps. 

1. Open your Documents folder. 

2. Select all items that you want to encrypt. (You can 
hold down the CTRL button while you click to select 
multiple items at once.) 

3. Right-click any of the selected items and click 
Properties. 

4. On the General tab, click Advanced. 

5. Check the Encrypt contents to secure data box and 
click OK. 

6. Back in the Properties window, click Apply. 

7. Select Apply changes to this folder, subfolders and 
files and click OK. 

8. A green progress bar will let you know how much 
time is left to encrypt. Encryption will take longer if 
you have more files or if the files are very large. 
When the encryption finishes, click OK to close the 
Properties window. 

The names of the items you selected should now be 
green; this shows that they are encrypted.  

https://www.us.army.mil



